Public opinion and survey researchers must protect the privacy and confidentiality of human subjects. However, scholars are often not trained in the best practices of data storage, and there is a serious risk that survey data might be compromised by pernicious actors. In an era when it is becoming increasingly difficult to recruit participants, breaches could further challenge our ability to conduct surveys if we cannot guarantee that participants' data will remain confidential and private. While any computer-based data has some vulnerability, we introduce simple measures that will better protect the confidentiality and privacy of human subjects.
Introduction Introduction
Online tools and recruitment platforms have made data collection for survey and experimental research increasingly accessible and inexpensive. Similarly, cloud storage and improved technology make data storage more affordable and convenient than ever.
However, advances in computer-based survey tools and methods come with challenges regarding the protection of human subjects' confidentiality and privacy (Conway and O'Connor 2016; Couper 2017; Hashem et al. 2015; Itani et al. 2009; Link et al. 2014) .
Participants are provided with information that scholars will remove identifiable information from their survey responses, and they proceed in the expectation that their identity will be protected. However, despite the nontrivial risks that persist, there is little guidance on the best practices for survey researchers on data security and storage.
Public opinion and survey researchers are not always up to date with the best practices of data storage and digital communication, but there is a serious risk of data being compromised by pernicious actors. Recent breaches include hacks of Democratic National Committee data, and there have been hundreds of successful attacks on various organizations across different sectors, exposing the data of billions of people (Information is Beautiful 2018). The threat of data breaches is significant for public opinion research, presenting fundamental challenges for researchers.
In an era when it is becoming increasingly difficult to recruit participants, breaches could further challenge public opinion scholars' ability to recruit participants and conduct research if we cannot ensure that participants' data remains confidential and private (Acquisti et al. 2015) . At best, it opens researchers up to unnecessary liability when research is conducted. This is particularly important given increased state and governmental acknowledgement about the rights of citizens to privacy and the responsibilities of institutions to protect personal data. For example, the newly-implemented European Union General Data Protection Regulation (GDPR) requires that personal data is "processed in a manner that ensures appropriate security of the personal data, including protection against Protecting Human Subjects in the Digital Age: Issues and Best Practices of Data Protection Survey Practice unauthorized or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures" (European Parliament, Council of the European Union 2016: 35-36). In short, improved data protection practices are necessary given the convergence of increasing threats to data protection, increasing difficulty in recruiting participants for survey research, and increasing ethical and legal burdens on organizations to protect personal data.
In this in-brief note, we outline some issues with data protection while storing and transmitting in the digital age that we have seen working as both social scientists and network engineers.
To address these threats, we then introduce simple prescriptive measures researchers can take to, at the minimum, improve the level of individual digital hygiene, and at best raise institutionalized standard operating procedures to mitigate against existing threats. To supplement these initial measures, we conclude the note with a list of resources for further reading and reflection on data protection.
Issues with Data Protection Issues with Data Protection
Threats to Privacy Threats to Privacy Privacy refers to participants' ability to control how their information is collected and how it is used. Threats to privacy could include the collection of data without participants' explicit and informed consent, or breaches where collected data becomes accessible to people not identified at the time of collection. It is vital that researchers ensure the privacy of participants, ensuring that any data collected is used according to the specific purpose identified in recruitment materials.
Researchers can take standard precautions such as ensuring participants are informed about the survey and storing data on password-protected computers on secure servers. However, if data can be accessed via the Internet, or through an open Application Programming Interface (API), it is susceptible to being accessed from pernicious actors (Liu et al. 2012) . This is particularly concerning as researchers adopt cloud-based storage (Chen and Zhao 2012; Itani et al. 2009 ), work within facilities Protecting Human Subjects in the Digital Age: Issues and Best Practices of Data Protection Survey Practice that have attracted several high-profile attacks that have affected millions of users (Reilly 2014; BBC News 2014) , and work in institutions that have been targets for hackers (Kopan 2018) .
Specific threats to data privacy in survey research include access for colleagues in the same cloud environment, human error revealing private information, glitches in connectivity, or external hacks (Barona and Anita 2017) . Scholars face important challenges to ensure the privacy of data given these vulnerabilities.
Threats to Confidentiality Threats to Confidentiality
A related concern is the confidentiality of data. Confidentiality refers to the risk that participants' identity might be revealed, especially if this is counter to the conditions under which they participated in the survey. Even if scholars de-identify individual-level data, if malicious actors access it they might be able to re-identify participants, especially if the coding scheme is present (Clauß et al. 2005) . As Narayanan and Shmatikov (2010, 26) warned, "Advances in the art and science of reidentification, increasing economic incentives for potential attackers, and ready availability of personal information about millions of people (for example, in online social networks) are rapidly rendering [de-identification] obsolete." As such, even if researchers adopt current best practices (AAPOR 2018), participants' confidentiality is at risk.
While survey researchers may not be able to eliminate risk entirely, researchers can take precautions to mitigate against these threats as best as possible. We have to keep in mind that given the nature of how computers and other networked devices communicate with one another on the Internet, the complete elimination of all vulnerabilities is arguably impossible. However, we can take precautions that make the likelihood of a vulnerability being nefariously exploited by a maliciously motivated actor significantly more difficult. The point is to make your data a less inviting target.
Best Practices of Data Protection Best Practices of Data Protection
Ultimately, any data on computers that are connected to the Internet possess some vulnerability to breaches of privacy and/ Protecting Human Subjects in the Digital Age: Issues and Best Practices of Data Protection Survey Practice or confidentiality for participants' data. In this section, we recommend several simple measures that will help address these critical threats to data privacy and confidentiality, decreasing the likelihood of a levied attack being successful. These practices supplement existing research guidelines provided by the American Association for Public Opinion Research, providing greater detail about protecting data from potential breaches. We • Assign ID numbers to participants separately.
• Store all data using encrypted, password-protected storage services and/or drives (e.g., File Vault or its equivalent).
• If possible, avoid storing data in the cloud.
• At the very least, any codebooks or documents containing data with identifiers should be stored separately on encrypted storage devices or services.
Sampling frames and response datasets should also be stored separately. This complicates the deanonymization process for a hacker that has gained unauthorized access, where they would need to breach several firewalls to Protecting Human Subjects in the Digital Age: Issues and Best Practices of Data Protection Survey Practice
Conclusion Conclusion
Public opinion scholars face new challenges to ensure human subjects' data remains private and confidential in the hyper-connected digital age. Fortunately, a few simple measures can greatly improve data security for survey researchers, helping to keep participants' data private and confidential. We hope these could become standard practice to protect human subjects' privacy and confidentiality in the future. However, as new technology becomes adopted and new threats emerge, the best practices will change, so it is important for survey researchers to stay engaged in issues of data protection.
The Internet, at its core, is the same as the original ARPANET from the late 1950s. We need to raise the awareness of just how inherently vulnerable the overall architecture is and take collective action to move toward encryption behaviors that make data, even if stolen, impossible to read.
Further Reading Further Reading
For further reading about threats to data protection, and how to mitigate against the risk of data breaches, please refer to the following guides and resources:
Guidelines for Research Guidelines for Research gain access to personal data. Ideally, codebooks with identifiers should be stored physically and not electronically at all.
• Use separate computers for work and personal usage, or at the very least partition drives to increase the security of your device. Doing so will limit the level of compromise if one of the machines is actually compromised, in essence quarantining the intrusion. • What is the level of encryption of all stored data?
• Is all information communication traffic being sent through secure https connections, as opposed to http?
• Does your organization store sensitive data on personal use computers that can be easily compromised through social engineering based attacks?
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